NudopmannoHHas naMATKA AJ1 00y4aIOUIUXCH 1JI pa3MellleHusl Ha
opunmaabubix UHTEpHET-pPECcypcax

C Ka)xJpIM r0JIOM MOJIOJI€KH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, & INKOJIBHUKH OJTHU
U3 caMblX aKTHUBHBIX HoJb30BaTeneil Pynera. Mexay TeMm, MOMHMO OIPOMHOIO
KOJIMYECTBA BO3MOXXHOCTEW, MHTEPHET HECET U MPOOJIEMbl. JTa NaMATKA JOJKHA TOMOYb
Tebe 6e30MacHO HaXOAUThCS B CETH.

KomnbroTepHbie BUPYCHI

KoMnploTepHblii BHUPYC - 3TO PAa3sHOBUAHOCTH KOMIIBIOTEPHBIX IPOTPaMM,
OTJIMYUTEILHON OCOOEHHOCTBIO KOTOPOM SIBJIAETCA CIIOCOOHOCTh K PAa3MHOKEHHIO. B
JIOTIOJIHEHHUE K 3TOMY, BUPYChI MOT'YT OBPEAMUTD MJIU IOJIHOCThIO YHUUTOXKUTH BCE (Paitiibl
U JaHHbIe, IOJKOHTPOJIbHBIE I0JIb30BATEN0, OT MMEHM KOTOpOro Obula 3alylleHa
3apax€HHas MporpamMma, a TakKe MOBPEAUTh WIM JaXKe YHUUYTOKUTH OIEPAIlMOHHYIO
cUcTeMy co BceMHu (paiilaMu B LeJOoM. B OONBIIMHCTBE CllydaeB pacHpOCTPaHSIOTCS
BUPYCHI Yepe3 UHTEPHET.

MeTo/1bl 3aIIUTHI OT BPEAOHOCHBIX MPOTPaMM:

1. Hcnonbs3yli COBpEMEHHBIE OIEPALMOHHBIE CUCTEMBI, UMEIOIINE CEPbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX MIPOrpamm;
2. [TocrostnHO  ycraHaBiaMBail mauyTh (UKM@pOBBIE 3aIUIATKH, KOTOpHIE

ABTOMAaTHYECKH YCTAHABIUBAIOTCS C 1IEJIbIO JOPAOTKU MPOTpaMMBbl) U Jpyrrue 0OHOBICHUS
cBoeil omepanuoHHOW cucTeMbl. CkauMBail WX TOJNBKO C OQUIMAIBLHOTO caiTa
pazpabotunka OC. Ecnu cymecTByeT peskuM aBTOMaTHUYE€CKOTO0 OOHOBJICHHUSI, BKIIIOUYH €T0;

3. Paboraii Ha cBOeM KOMIBIOTEpPE NOJ TMpaBaMH IOJIb30BATENsA, a He
aIMUHUCTpATOpa. ITO HE TMO3BOJMT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpPaMm
MHCTAJIJIMPOBATHCSA HA TBOEM MEPCOHAIIBHOM KOMIIBIOTEPE;

4. Hcnonp3yld  aHTMBUPYCHBIE  IPOIpPaMMHBIE  INPOJYKTBI ~ M3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub GU3NYECKUM JOCTYI K KOMIIBIOTEPY /ISl TOCTOPOHHUX JIMII;

6. Hcnonp3yii BHEIIHME HOCUTEIN HH(POPMAINH, TaKue Kak (hIemka, 11CK Win
¢aiin U3 UHTEpHETAa, TONBKO U3 MPOPEPEHHBIX HCTOYHUKOB;

7. He otkpeiBail KoMIblOTepHbIE (aiabl, MOJYyYEHHbIE U3 HEHAAEXKHBIX

UCTOYHUKOB. J[axke Te (ailyibl, KOTOpbIe MpUCIa TBOM 3HAKOMBIH. Jlyulie yTouHu y Hero,
OTIIPABIISUT JIU OH TeOe MX.

Cetu WI-FI

Wi-Fi - 510 He Buj nepeaayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH, MapKa.
Eme B 1991 roxy Huaepnanackas xommanus 3apeructpupoBaia openn « WECAy, uto
obo3znavano cioBocoueranue «Wireless Fidelity», xkoToperii nepeBoguTcs Kak
«OecTpoBOIHASI TOYHOCTHY.

Jlo Hamiero BpeMeHHU Joluia Jpyras abOpeBuaTypa, KOTOpas SBISETCS TaKOW Ke
tTexHojoruei. J1o abbpeuarypa «Wi-Fi». Takoe Ha3BaHue ObLIO TaHO C HAMEKOM Ha
CTaHAapT BBICHIMI 3BYKOBOM TexHuku Hi-Fi, 4ro B mepeBome oO3Ha4aeT «BBICOKAs
TOYHOCTBY.

Jla, OecrnaTHBII HMHTEPHET-IOCTYHN B Kade, OTeNAX M a’dponopTax SBIseTcs
OTJIMYHOW BO3MOKHOCTHIO BBIXOJla B MHTepHET. HO MHOTHE IKCHEpTHI CUHUTAIOT, YTO
obmenoctymnubie Wi- Fi ceTn He ABISIOTCS 0€30MaCHBIMHU.

Cogetsl 110 Oe30omacHOCTH padote B o0meaocTymnHbix cersix Wi-fi:

1. He nepenaBaii cBoro nruHy0 HHpOpMaiuio uepes obdmenocrymnasie Wi-Fi
cetn. PaboTrass B HUX, XKelaTeNbHO HE BBOIUTH MApOJH JIOCTYIMA, JOTHHBI U KaKHe-TO
HOMEPA;



2. Hcnonp3yit 1 OOHOBISH aHTUBHPYCHBIE MpOrpaMMbl U Opanamayep. Tem
caMBbIM ThI 00€30nacHIlb ce0sl OT 3aKaYKU BUPYCa HA TBOE YCTPONCTBO;

3. [Mpu ucnonszoBarnu Wi-Fi otkitroun Gpyrkimio «O0mmii 1ocTym K ¢aitnam
U npuHTepam». JlaHHas QYHKIUS 3aKpbiTa 10 YMOJIYAHUIO, OJHAKO HEKOTOPHIC
MOJIb30BATENU aKTUBUPYIOT €€ JIJIsl y100CTBA UCIIOJIb30BaHUS B paboTe Uiu yueoe;

4. He wucnone3yii myOmwuneridi WI-FI g1 mepegaum JMYHBIX  TaHHBIX,
HAIIPUMeEp JJIS BBIXOJIa B COIMATLHBIC CETH WIIH B 3JICKTPOHHYIO TIOUTY;

5. Nnons3yit ToNbKO 3amuiieHHoe coequaenue yepe3 HTTPS, a ne HTTP, 1.e.
npu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B moOmnpHOM Tenedone otkmounm QyHkiuio «lloakmodenne k Wi-Fi
aBTOMaTHYCCKM». He momyckaii aBTOMAaTHUECKOTO MOIKIIIOUCHHS yeTporcTBa K ceTssM Wi-
Fi 6e3 TBOErO cormacus.

ConanbHble CETH

CornrasibHBIE CETH aKTUBHO BXOIST B HAIILY )KU3Hb, MHOTHE JIFOTU PAOOTAIOT U )KUBYT
TaM IMOCTOSIHHO, a B Facebook yke 3aperucrpupoBaH MHIUTHAP]T YETIOBEK, YTO SBIISCTCS
OJIHOM celbMOM BCEX KUTelel IUTaHeThl. MHOTHE MOJIb30BaTeNld HE MOHUMAIOT, YTO
uHpoOpManus, pa3MelieHHass MMH B CONHAJIBHBIX CETSIX, MOXKET OBITh HaijJcHa W
HCIIOJIb30BaHa KEM YT'OJTHO, B TOM YHCJIE HE 00513aTeIbHO ¢ OJIATUMHU HAMEPCHUSIMH.

OCHOBHBIE COBETBI 110 OE€30MACHOCTH B COLUATBHBIX CETSIX:

1. OrpaHudb CIHCOK Jpy3el. Y TeOs B IPy3bIX HE TOHKHO OBITh CIYIAHBIX U
HE3HAKOMBIX JIIOCH;
2. 3amminaii CBOr0 4acCTHYIO *KHU3Hb. He ykaspiBail mapoiu, TenedoHbl, ajapeca,

ATy TBOETO POXKACHUS W JPYTYI0 JTUYHYIO HHPOPMAIUIO. 3IO0YMBIIUIEHHUKH MOTYT
UCIIOJIb30BATh Jake MH(OPMALIMIO O TOM, KaK Thl U TBOM POJUTENH INIAHUPYETE MPOBECTU
KaHUKYJIBI;

3. 3amuinail cBOI penyTanuio - Jep>KU €e B YUCTOTE U 3a7aBail cebe BOmpoc:
XoTen Obl Thl, YTOOBI ApYrHe MOJIb30BaTENH BUAEIHU, YTO Thl 3arpyxkaems? [lomymai,
IPEK/Ee YeM YTO-TO ONyOIMKOBATh, HAMMCATh U 3arpy3UTh;

4. Ecnau Thl roBOpHIlb C JHOJbMH, KOTOPBIX HE 3HAEIlb, HE UCIIOIb3YH CBOE
pealibHOE UM M IPYTYIO JIMYHYIO HH(OPMAIIUH: UMsI, MECTO KUTEIBCTBA, MECTO yueObl U
nmpouee;

5. N30Gerail pasmemenus ¢ororpaduit B MHTepHeTe, rae Thl M300pa’keH Ha
MECTHOCTH, IO KOTOPOH MOKHO OIPENEIUTh TBOE MECTOIIOJIOKEHHUE;

6. [Tpu peructpanuu B CONMUAIBLHON CETH HEOOXOAMMO HCTIOIB30BATh CIIOKHBIC
Napoju, COCTOAIME U3 OYKB U LIU(P U C KOIMUECTBOM 3HAKOB HE MEHee §;

7. Jliist coruanbHOM CETH, MOYTHI M IPYTUX CAUTOB HEOOXOIMMO HCIIOIb30BaTh
pasnbie mapoiu. Torma ecnu TeOs B3IOMAIOT, TO 3JOYMBIIIJIEHHUKHA TOTY4YaT JOCTYI
TOJIbKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

DJIEKTPOHHBIE JEHBIH

DNEeKTPOHHBIE JEHBIM — OTO O4YeHb YIOOHBIM crmocod miaTexed, OIHAKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU JCHBIH.

DNEKTPOHHBIE IEHBI'H MOSBUIUCH COBCEM HETABHO M KIMEHHO M3-3a 3TOI'0 BO MHOTUX
roCyIapcTBax /10 CUX MOP HE MPOIKCAHO PO HUX B 3aKOHAX.

B Poccuun xe oHM (PyHKIMOHUPYIOT M O HUX YXKE MPOMUCAHO B 3aKOHE, TJe UX
pa3zeNsIloT Ha HECKOJIbKO BHUJIOB - aHOHHMMHBIE U He aHOHMMHbIE. PazHunia B TOM, 4TO
AHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcsi NPOBOAUTD onepanuu 6e3 uaeHTuGpuKanuu
MOJIb30BaTENs, a B HEAHOHMMHBIX HWJSHTU(UKAINKM  TOJIH30BATENs  SIBIISETCS
0053aTENIbHOM.



Takxe cinenyer  pas3inyaTh  JJIEKTPOHHbIE  (uaTHble  A€HBIU  (paBHBI
rOCYy/IapCTBEHHBIM BaJlOTaM) U DJIEKTPOHHBIE HepUaTHbIE [EHbI'M (HE paBHbI
rOCyIapCTBEHHBIM BaJIOTaM).

OCHOBHBIE COBETHI 10 0€30MaCHON paboTe € AMEKTPOHHBIMU JIEHbIaMHU:

1. [TpuBsokH K cueTy MOOMIIBHBIN TelaedoH. ITO caMblii yIOOHBIN U OBICTPHII
Croco0 BOCCTaHOBUTH JOCTYI K cueTy. [IpuBsizannblil TenedoH MOMOXKET, eclii 3a0y1elb
CBOM IUIATEKHBIN NApOJIb WM 3aUAENIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;

2. Hcnonw3yit onHopasoBble mnaposu. [locme mnepexona Ha  yCHIEHHYIO
aBTOpH3alMIO TeOe yKe He OyJIeT yIpoKaTh OMIACHOCTh KPaXKH WK IepexBaTa IIaTeKHOTO
napoJIs;

3. Beibepu cnoxubiii mapons. IlpectynmHukam OyneT He MpOCTO yrajaaTh

CJIOKHBIN maposib. Hajne)xHble maposin — 3TO Mapoiu, KOTOpbIe coJepkaT He MeHee 8
3HAKOB M BKJIOYAIOT B Cce€0sl CTPOYHbIE M NPONHMCHbIE OYKBbI, LU(PBI U HECKOJIBKO
CUMBOJIOB, TaKH€ KaK 3HaK JoJuiapa, (yHTa, BOCKIMLATENbHBINA 3HAK U T.I1.

4, He BBOM CBOM JITUYHBIC JJAHHBLIC HA CaﬁTaX, KOTOPBIM HE TOBCPACIID.
SHeKTPOHHa}I rmodyra
BHGKTpOHHaSI nmoyra — O3TO TCXHOJOTUA M HNPCAOCTABIIICMBIC CIO YCIIYTH 110

NEPECBhUIKE M TMOJIYYEHHIO 3JEKTPOHHBIX COOOIIEHHM, KOTOpbIE pacHpelessitoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO SJCKTPOHHBIN TMOYTOBBIA SIIUK BBITJISAIUT CIEIYIOIIHIM
o0Opa3oM: uMs_ToJib30BaTeNsi(@ums_nomMeHa. Takke KpoMe IMepeaadd MpoCcTOro TEeKCTa,
MMeeTCsl BO3MOXKHOCTh NepeiaBaTh (pailiibl.

OCHOBHBIE COBETHI 10 6€30MaCHON paboTe ¢ IEKTPOHHOM MOYTOM:

1. Hamo BBIOpaTh mpaBUIIBHBIA IOYTOBBIM cepBUC. B HWHTEepHETE ecTh
OTPOMHBIN BBIOOp O€CIIaTHBIX MOYTOBBIX CEPBUCOB, OHAKO JYyYIlIe JOBEPATH TEM, KOTO
3HACIIb U KTO IEPBBII B PEUTHHTE;

2. He yka3piBaif B 1u4HOM moure nu4Hyr0 MHGopManuto. Hanmpumep, mydire
BBIOpATh «MY3bIKaNbHBIN _(panat@» unn «pok2013» BmecTo «temal3y;

3. Hcnosnb3yit ABYX3TalHYO aBTOPU3ALMIO. DTO KOT/1a IOMUMO MapoJis HYKHO
BBOJIUTH KOJI, TPHUChUIaeMblid 1o SMS;

4, BriOepu cioxHbIN mapoiib. JIJIs KaXa0ro MOYTOBOTO SITUKA JTOJKEH OBITH
CBOM HAJ€XKHBIM, YCTONYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTtp BO3MOXXHOCTH HamucaTb CaMOMY CBOM JIMYHBIM BOIIPOC,
HCIIOJIb3YH 3Ty BO3MOKHOCTB;

6. Hcnosnb3yi HECKOJIBKO MOYTOBBIX SAIIKUKOB. [1epBbIii 1151 YaCTHOW NEPENUCKU

C aJjpecaramMu, KOTOPBIM Thl IOBEPSIEIIb. ITO AIEKTPOHHBIN apec HE HAJ0 UCIOIb30BaATh
IpH perucTpanuu Ha popymax u cailtax;

7. He oTkpspiBaii Qaitnbl U Apyrue BIOXKEHHS B MUChMax JaKe €CIH OHU
MPUIIUIA OT TBOUX Jipy3ei. Jlyulie yTouyHu y HUX, OTIPABIISUTH JIU OHU TeOe 3T (aiiibl,
8. [Tocne okoHYaHUs1 pabOTHI HA TOYTOBOM CEPBUCE TIEPET 3aKPHITHEM BKIAJIKH

C caiiToM He 3a0y/b HaXKaTh Ha «BBIATHY.

KubepOynanuHr nin BUPTyanbHOE H3/1€BATEIHCTBO

KubepOynnuHr — mpecieoBaHUEe COOOIIECHUSAMH, COAEPKAIMIUMH OCKOpPOJICHUS,
arpeccuio, 3allyTMBaHUE; XYJIUTAHCTBO; COIHUAIBHOE OOWKOTHPOBAHHE C MOMOIIBIO
Pa3IUYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBETHI 110 6OpHOE ¢ KUOEPOYIITUHTOM:

1. He Opocaiics B 6o, Jlyumuii cmoco0: mMOCOBETOBAThCS Kak ce0s BECTH W,
€CIIi HET TOr0, K KOMY MOYKHO 0OpaTHThCS, TO BHaUaje yCIOKOUThCSA. Ecnmu Thl HauHeNIh
OTBEYaTh OCKOPOJCHHSIMH Ha OCKOPOJIGHHS, TO TOJIBKO emie OOJIbIIe pPa30kKellb
KOH(JTUKT;

2. VYrpasnsiii cBoeit kubeppenyranuei;



3. AHOHUMHOCTb B ceTd MHUMasi. CyIlIeCTBYIOT CHOCOOBI BBISICHUTh, KTO CTOUT
3a aHOHMMHBIM aKKayHTOM;

4. He croutr BecTm Xynuranckuil oOpa3 BHUpPTyalbHOM >KU3HHU. VIHTEpHET
¢ukcupyer Bc€ TBOM JEHCTBUS M COXpaHSIET HX. YJalIUTh HX OyIeT KpaiiHe
3aTpYyAHUTENBHO;

5. Cobmroiaii cBOI BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit  enuHuuHbld  HeraTuB. OaHOpPA30BbIE  OCKOPOUTEIHHBIE
coo0IIeHus Jydlie UrHopupoBaTh. OOBIYHO arpeccusi MpeKpalmlaercs Ha HadallbHON
CTaJuu;

7. ban arpeccopa. B nmporpammax oOMeHa MITHOBEHHBIMH COOOIIEHHUSIMH, B
COLIMANIBHBIX CETSX €CTh BO3MOXXHOCTb OJIOKMPOBKM OTIPAaBKM COOOUIEHWH C
ONpPEIETICHHBIX aJIPECOB;

8. Ecnu 1b1 cBuperens kubepOysuMHra. TBOM JIEHCTBUSA: BBICTYMUTH MPOTHB
npecieoBares, IoKa3aTh €My, UTO €ro AeUCTBUS OLEHUBAIOTCS HEraTUBHO, MOEPKATh
KEPTBY, KOTOPOH HY)XKHA TICHXOJIOTHUYECKas MOMOIIb, COOOIIUTH B3pPOCIBIM O akTe
arpecCUBHOTO MOBEAECHUS B CETH.

MooOunbHbIN TenedoH

CoBpeMeHHbIe cMapTPOHBI U IUIAHIIETHl COAEpPKAaT B ceOe BIOJHE B3POCIBIM
GbyHKIIMOHAN, U TeNepb OHU MOTYT KOHKYPHPOBATh CO CTAIIMOHAPHBIMU KOMIIBIOTEPAMHU.
OnHako, CpeaCTB 3alIUTHI I MOJOOHBIX YCTPOUCTB MOKa OYeHb Majo. TecTupoBaHue u
MOMCK YSI3BUMOCTEN B HUX MPOUCXOJMUT HE TaK MHTEHCUBHO, Kak s [IK, To ke camoe
KacaeTcsi U MOOMJIbHBIX IPUIIOKEHUN.

CoBpeMeHHBIE MOOWIIBHBIE Opay3epbl YyXKe MPaKTUYECKH JOTHAIH HACTOJIbHBIC
aHaJIOTH, OJJHAKO paciiupeHue (yHKIMOHANAa BJICYET 32 COOON OOMIBIIYIO CI0KHOCTH U
MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce NPOU3BOJUTENM BBIMYCKAIOT OOHOBIIEHUS, 3aKPBIBAIOIINE
KPUTHUYECKHUE YSI3BUMOCTH JIJIs CBOUX YCTPOMCTB.

OcHOBHbBIE COBETHI JUIsl 0€30MaCHOCTH MOOMIILHOTO TesedoHa:

Huyero He siBnsieTcst mo-HacTosAmEeMy OecruiaTHBIM. By ocTOpoXkeH, Belb Koraa
Tebe mpeiaraloT OeCIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO IJIaTHBIC
YCIIYTH;

Hymaii, npexae uem otnpaButb SMS, ¢poto unu Buaeo. Thl TOUHO 3HACIID, T€ OHU
OyayT B KOHEYHOM UTOTE?

Heob6xo11Mo 0OHOBIISTH OMEPAIIHOHHYIO CUCTEMY TBOETO CMapTQoOHa;

Ucnonw3yii aHTUBUPYCHBIE TTPOTPAMMBI JJ1s1 MOOUITBHBIX Te€NIe(OHOB;

He 3arpyxaii npuinoXxeHUss OT HEU3BECTHOIO MCTOYHMKA, BEIb OHH MOTYT
coJiepKaTh BPEJAOHOCHOE MPOrpaMMHOE 00ecIieueHune;

[Tocne Toro xak Thl BEIWCIIBL C CAliTa, T/I€ BBOAWI JTUYHYIO HH(OPMAIIUIO, 3alI1 B
HACTpOWKH Opay3epa u yaanu Cookies;

[lepuoanuecku mnpoBepsii Kakue IUIaTHBIE YCIYTH AaKTUBUPOBAHbl HA TBOEM
HOMEpE;

JlaBaii cBOi1 HOMEp MOOMIBLHOTO TenedoHa TOIBKO JIFOISIM, KOTOPBIX ThI 3HACIIbh U
KOMY JOBEpSICIIb;

Bluetooth momkeH ObITH BBIKIIOYEH, KOTJa Thl KM HE TOJb3yenibes. He 3a0biBait
WHOT/Ia IPOBEPSTH ITO.

Online urpst

CoBpeMeHHbIE OHJIAWH-UTPBl - 3TO KPACOUYHBIC, 3aXBATHIBAIOIIME pPA3BICUCHUS,
00BEIMHSIONIME COTHU THICSY YEJIOBEK MO BceMy MUpy. Urpoku uccienyroT JaHHbIA UM
MUp, OOIIAIOTCS APYr C JAPYroM, BBIMOJHSIOT 3a/laHus, CPaKaroTcsli C MOHCTpaMU U




MOJIYyYalOT OMBIT. 32 YAOBOJBCTBUE OHHU IJIATAT: MOKYHAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT
WM IPUOOPETAIOT KaKKe-TO OILIHUU.

Bce sty cpeactBa uayT Ha MOJJAEpKaHUE M Pa3BUTUE UTPHI, a TAKXKE Ha caMy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbl aBTOPU3AIMH, BBIITYCKAIOTCS HOBBIE MATYU
(undpoBbIe 3aIUIaTKH 7151 IPOTPaMM), 3aKPHIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B no00HBIX UTpax CTOUT OMacaThCsi HE CTOJIBKO CBOUX COMEPHUKOB, CKOJIBKO KPaskKu
TBOETO MapoJisi, Ha KOTOPOM OCHOBaHAa CUCTEMa aBTOPU3AIMU OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI 10 O€30MaCHOCTH TBOETO UTPOBOTO aKKAyHTA!

1. Ecnu npyroit urpok Bener cedsl IUIOXO MM co3AaeT TeOe HEempUATHOCTH,
3a0JI0KHPYH €ro B CIIMCKE UTPOKOB;

2. [Toxanylics aiMHUHUCTPATOPaM UIPHl Ha IUIOXOE MOBENECHUE 3TOI0 WIPOKa,
JKEJATEIbHO MPUWIOKUTH KAaKHE-TO JI0Ka3aTeNIbCTBA B BUJIE CKPUHOB;

3. He yka3piBait muanyro uHboOpMaImio B mpodaiiie urpsi,

4. VYBakail Ipyrux y4acTHUKOB 110 UTPE;

5. He ycranaBnuBail HeouaabHble NaTYU U MOJBI;

6. Vcnonp3yii CI0XKHBIE U pa3HbIE MAPOJIN;

7. Jlaxxe BO BpeMsi HTPbI HE CTOUT OTKJIIOYaTh aHTUBHUpYC. [Ioka TeI urpaems,

TBOUW KOMITBIOTEP MOTYT 3apa3uTh.

OUIIMHT X KpaXka TUIHBIX JaHHBIX

OObIUyHON Kpaxked JEHET W JOKYMEHTOB CETOJHS YK€ HHKOTO HE YAMBHIIL, HO C
pa3BUTHEM WHTCPHET-TEXHOJIOTHH 3JIOYMBIIUICHHUKH TEPEMECTIIINCh B HHTEPHET, U
MIPOJIOJDKAIOT 3aHUMAThCS «TFOOUMBIM JICJIOM.

Tak mosiBMIach HOBas yrpo3a: WHTEPHET-MOIIEHHUYECTBA WM (DUIIMHT, TIaBHAS
1IeJTb KOTOPOTO COCTOHUT B IMONYYCHHM KOH(MHUICHIIMATHHBIX JAHHBIX IMOJH30BATEICH —
JIOTMHOB H mapojieii. Ha anrmuiickom si3bike phishing untaercs kak ¢pummnr (ot fishing —
pBIOHAS JIOBJIS, PASSWOrd — mapodis).

OcHOBHBIE COBETHI 110 60pHOE ¢ HUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu ThI mojo3peBaeliib, YTO TBOS aHKETa Oblia
B3JIOMaHa, TO HEOOXO0IMMO 3a0JIOKHPOBATH €€ U COOOITUTh aIMUHHUCTPATOPAM pecypca 00
ATOM KaK MOKHO CKOpee;

2. Hcnonp3yii Oe3onacHble BeO-CailThl, B TOM 4YHCIE, HUHTEPHET-Mara3uHoB U
TIOUCKOBBIX CHCTEM;
3. Hcnonb3yli clokHbIE W pas3Hble mnapoiu. Takum oOpa3om, ecnu TeOs

B3JIOMAIOT, TO 3JI0YMBINIJICHHUKH MOJIYYaT JOCTYI TOJIBKO K OJJHOMY TBOEMY MPOQHIII0 B
CeTH, a HE KO BCEM;

4. Ecnu Te6s B3nomanu, To He0OX0IMMO MPEeAYIPEAUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE 00aBJICHBI Y T€OS B IPY3bsIX, O TOM, YTO T€Os B3IOMAIIU M, BO3MOYKHO, OT TBOETO
UMEHU OYJCT pacChlIaThCS CIIaM M CCBUIKU Ha (DPUIIIMHTOBBIC CANTHI,

5. YcranoBu HanexHbIi napoib (PIN) Ha MoOwIbHBIH TenedoH;
6. OTKiTI04M cOXpaHeHue mapoJs B Opaysepe;
7. He otkpeiBaii (aiinel M Apyrue BIOKEHUS B MUCbMax AaKe €CIIM OHU

NPUILLIN OT TBOUX Apy3ei. Jlydile yToUHHM Yy HUX, OTHPABIISLIIN JI OHU TeOe 3TH (Paiisibl.

[Mudposas penyrarus

[MudpoBas penyranusi - 3TO HEraTMBHAs WM MO3UTHBHAs MH(OpPMAIHUS B CETU O
tebe. KommpomeTupytomas napopmanus pa3MeneHHas B UHTEPHETE MOXKET Cephe3HBIM
o0pa3oM OTpa3uThCsl HAa TBOEW peanbHOW ku3HU. «LludpoBas penmyramus» - 3TO TBOU
UMUK, KOTOPBIM popMupyercs u3 nuadopmaiuu o Tebe B UHTEpHETE.



TBOe MecTO KHUTENbCTBA, y4eObl, TBOC (DMHAHCOBOE IOJIOKEHUE, OCOOCHHOCTH
XapakTepa M pacckasbl 0 OJU3KHUX - BCE ATO HAKAILJIMBAETCS B CETH.

MHorue mOApPOCTKM JIETKOMBICIEHHO OTHOCATCS K IYOJUKAalMU JIMYHOU
uH(popmannu B UHTEpHETE, HE MOHMMAas BO3MOKHBIX ocheACTBUM. Thl Jaxe HE CMOKEIb
JorafaTthesi 0 TOM, 4To ororpadusi, pa3MenieHHas 5 JIeT Ha3aj, cTaja IPUYUHOM OTKa3a
MPUHATH T€Os HA padoTy.

KomMmeHnTapun, paszMenieHue TBoux (oTtorpapuili u apyrue AEUCTBUS MOTYT HE
UCYE3HYTh Jake MOCIe TOro, KaK Thl UX yAaJNuIIb. Thl HE 3HaelIb, KTO COXPAHWI 3Ty
uH(pOpPMAIINIO, TIOTajia JIU OHA B TIOUCKOBBIE CUCTEMBI M COXpaHWIIaCh JIM OHA, a TJIABHOE:
YTO MOJAYMAlOT O TeOE€ OKpYKaoIlee JIOAM, KOTOpble HAWIYyT U yBUAAT 3T0. Halitn
MH(OPMALIMIO MHOTO JIET CITYCTSI CMOXET JIFOOOH - Kak U3 100pbIX MOOYKIEHUH, TaK U C
HaAMEPEHHEM NMPUYUHHUTH Bpel. ITO MOXKET ObITh KTO YTOAHO.

OcHOBHBIE COBETHI IO 3aIIUTE HU(PPOBOI penyTaiuu:

1. [Tonymaii, npexae 4em 4To-TO MyOJIMKOBATh U NepeaBaTh y ceds B Ojore
WIH B COIUAIBHON CETH;

2. B Hacrtpoiikax mpoduiis yCTaHOBH OTrpaHHYEHHS Ha TPOCMOTP TBOETO
npodUiIs U ero CoAEPKUMOro, CAeNail €ro TOIBKO «JUIs ApYy3ei»;

3. He pa3smemiaii u He yka3piBail MH(POPMAIIMIO, KOTOpask MOXET KOTro-Iudo
OCKOPOJISATH MM OOMKATh.

ABTOpCKOE MPaBo

CoBpeMeHHbIE HIKOJBHUKH- aKTHBHBIE IOJIB30BATEIN LU(PPOBOrO MPOCTPAHCTBA.
OpnHako JaneKo He BCE 3HAIOT, UYTO MOJIH30BAHUE MHOTUMH BO3MOXKHOCTSIMHU IIU(PPOBOTO
Mupa TpedyeT COONMI0AeHHS MPaB Ha HHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMHUH «HMHTEIEKTYyaJbHasi COOCTBEHHOCTh» OTHOCUTCS K PA3JIMUHBIM TBOPEHUSAM
YEeJIIOBEYECKOTO YMa, HAauyuMHas C HOBBIX M300pETEHHIl M 3HAKOB, 00O3HAYAIOIMIMX
COOCTBEHHOCTh Ha MPOAYKTHI M YCIYI'M , W 3aKaH4YMBas KHUTaMH, (oTtorpadusimu,
KUHO(QHUIEMaMHU U MY3bIKaJIbHBIMU TTPOU3BEICHUSIMH.

ABTOpCcKME TMpaBa - 53TO I[IpaBa Ha MHTEJUIEKTYyaJlbHYl0O COOCTBEHHOCTh Ha
IPOU3BEACHUST HAyKH, JUTEPATypbl U HMCKYyCCTBAa. ABTOPCKME IpaBa BBICTYNAIOT B
Ka4yecTBE TapaHTHUH TOrO, YTO MHTEJUICKTYAJIbHBII/TBOPUECKUN TPy aBTOpa HE Oyner
HaAIPacHbBIM, JIACT €My CIIPAaBEJIMBBIE BO3MOKHOCTH 3apaloTaTh Ha pe3yjbTaTax CBOETO
TpyJa, MOJYyYUTh U3BECTHOCTh U Npu3HaHue. HukrTo Ge3 paszpemnieHus: aBTopa HE MOKET
BOCIIPOU3BOJUTH €r0 IPOU3BEIECHUE, PACHPOCTPAHITh, MYyOJIMYHO JIEMOHCTPHPOBATD,
npojaBaTh, HMMIIOPTUPOBaTh, MycKaTb B  NPOKaT, MNyOJIMYHO  HCIIOJHATS,
MOKa3bIBAaTh/UCIIONHATH B 3¢pupe minu pazMemiats B MlHTepHeTe.

Hcnonp3oBaHue «IUPATCKOT0» MPOTPAMMHOI0 OOECTeYeHHsT MOXKET MPHUBECTU K
MHOTMM pHCKaM: OT TMOTEpU MAAHHBIX K TBOUM aKKayHTaMm J0 OJIOKMPOBKU TBOETO
YCTpOICTBA, IJle YCTAHOBJICHHBIN HE JierajibHas nporpaMma. He cTouT Takxke 3a0bIBaTh,
YTO CYIIECTBYET JierajibHbIE M OeCIUIaTHbIE MPOrPaMMBbI, KOTOPbIE MOKHO HAlTH B CETH.

O nopraie

CeTteBHUOK.p - TBOI TJIaBHBIM COBETYMK B CETH. 3J€Chb Thl MOXKEIIb Y3HAaTh O
0€30MaCHOCTH B CETU TMOHSTHBIM W JOCTYIHBIM SI3bIKOM, a TPU BO3HUKHOBEHHH
KPUTHYECKOM CUTYyallMM OOpaTUTHCS 32 COBETOM. A TaKK€ MPUHATH YUaCTHE B KOHKYpCax
¥ CTaTh CaMbIM IU(PPOBBIM TpaskJaHHHOM!



